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ABSTRACT

The purpose of this study is to develop the performance evaluation indicator of information security training program for
developing the next generation of top security leaders. Through literature review and focus group interview, we derived the
performance areas and indicators based on the logic model. We conducted AHP(Analytic Hierarchy Process) questionnaire to
calculate the weight of the derived indicators, and developed the performance indicator based on the survey results.
Performance indicators were composed of 18 indicators in four main categories.

Keywords: Information Security Training, Performance Indicator, Workforce Development, Logic Model, AHP

.M B 9 HIH S 2 ¢ e I15TY AT o
= Azl glod, JAES FE AA ST N

A Akl Hofol 213 Aulel] ICT &7} Eo} A4S F8 ALY $8F5 st ik vS
A3 AtelwgA o] |53}, Wit RetEwA At RAND 44 20079 o] 34HE] Mot qlEsaE
2 olgk A g, AlEE 5 IRk E A9 FTFE FYckar #AE1). T ICT A
= VMR St ol v AlgF HekE 4724 A8 (R e HARE]) & 7aker AAe] £
HE3 glow, AN AsARI|ER FEEL 9]

Received(12. 26. 2017), Modified(Ist: 02. 08. 2018, + ICBMAS(AF2slefdl, 22k, jdo]s, mu}
S N e S
IS 55191 TAA A AN Bl 44 2 ?iiéﬁj & jf & iﬁ] 31*3323}05
79 (NRF-201551A5A2A01009763). ¢ e =istal ol 2 IHHd A

=) |
t $42}, parksk0606@gmail.com Az 5o [CT 43 AdBok(9a, &, T 714
¥ wAIA2}, kimts@cbnu.ac.kr(Corresponding author)



502 A meky FAzZz o] Asr) A% A

4 A2 sAeiige] Hats ek b 3
B Ajolml gt QRS Slade ki A
$85 Mo E BFY $YAEE P} o]

3% Aol 919 2

(2016~2020) A a%'

443 (50,0007 L5)S $I7F AfelH] Al5telE] <1

A T 5

AelF713 A5l 8GR AA=S AlAsksich

(;](jL;Ho]Eﬂ H]—g— uil OFA]l > o1 o

A AAZS RT3 Ay J=Fsh) (2)(3).

w3 ARHB IS g A HE A1

BB 43 226l wel 20169 69 A1

AuRs 4] A (KICT AFelE 2020)%

wEshn WA e Jung w 54 % AE
= ol

22 AT 5). A 9l
%
7

=

Q)

=

HokAd AR Ass 93 AHAY ﬂii"& W57
I Fal T AR Ans Y Al dHeF
A W8S AAske 9ok mak, FYAY A9} Q)
Hopd Ag7|¢e] PHAA 75 E3 2 A
o FAAZS Xﬂ/‘l 5+tH6)

il
2,

Sohebl ST *}OIH%’ AN = A
olulgA) g ol RIS 91T ANTE 2 @
AL Auete] £ Fol 9l

%979 (KITRDS BoB ‘AAld) nskelr] o4 =
a9 Bl A (Aord, ZAN, A4Y, T
570 4 Ed)E 0E U ek olrh9). 4
A8l Auwel wg)gke Gael AP
o A wAs7] 99 eIar Hu, P s,
Ad R Qmeh F5, wgALEY M 5

o] welelch AopyAlle] AnE shebst

9
s ]:ﬂ]—o] X—l b‘g] Z%E_E_ol— O]Eﬂobﬂ Zalilll =
ni]
%

z-{n:_l

o
% HLE HolFoZH ws7|H
Z2aEe] xdod el digh eldAS

Nk

P2 o don N
r‘”_&_:{

TR RS U o T

o
o

= >

30

=

o

5

=

o

N

ush

rlo

=

jo

oX,

L

o ;L‘:.L
N

ui 32w oft
i)
i

i
N
;
i
o [H

e
I
o
Lo
=
o
>
&
o

lo &L
%
2 2 2
Foe
o o
e =
o,
O
o oZ
e
o >
i 2
o%;‘, o rlo
fijo
MV i ol
'{O 4o :L H‘[
3
i)

o
2
N
P
2
=
<
o
sl
)
>
kel
fj
AN 2 e

-
o i
ot
o2l
=
b
rO
2
ﬁ
(e}
— %

2L ofy
e o

:oé
&
S o 1 tijo
fr o N Hr o2 O o ox )

ok
T

f
o
ot
£

= o

PIR
= o of
> do
2o
2

2
i
o,
N
N
n
sy
®
o
32
v
—
S
I\

o, .
>

kil

=

m?? °

e,

ko

_?{_Al

i b
}_,r\

o

El

Ho

o)«

o

oX

o

gto] FRARE EE3ta AT FAE(FGI,
Focus Group Interview)E &8 A%E HES}
vt AHP(Analytic Hierarchy Process) At
212 B3 A2 A9 252 Ak

2.1 =2|mE 7|8 olrMAle] NIHET} wHE

e R 20 S B B i bl "éﬂri&ﬁ"ﬂ
I3 HE A6z (“-‘4' 53 9 AR Ee AA) .l
weh WS REARE 20144 Eb QT
Al EE AR E T AAEEAE A
WAE AEeEte] AAERAT11)(12). A% A
A A= Al EA L AR AR AaEE AR
A E A 49Aoltt. Wholey(13)7}F 7’4]/‘]6&
=228 (Logic Model)d] ZE a3 =gl L2171
Aol e =], ZRad FALAE Y SR
ARAER dAEE 3 #A'E 2gsla 9l
McLaughan & Jordan(14)9] =223 Fql
34, Az, AR Z2A 27 A= itk A
47 (outcome) = @71, 71, AV|E FEEHA, =@
71743} AR E (short-term)+ 39 oW, 714

e

O



A B 1 53 =A] (2018. 4) 503

F(mid-term)+ 3~54, #7123} (long-term)& Table 1. Logic Model

o] A=xE Ay B A
64 ‘11“ &4 Asz BEoh(Table 1). 294 A} Components Deserintion
A48 A s ol Alqle] A B4 — —
o _ des HETZ SZEo Axa Input what resource go into a
o= EL ARIRY 2fFRE VleeR AAR program(e.g. money, staff)
oh =TT ARl AAE A ATt o what activities the program
T A Ao ® BREnh AslSEe ol Process undertakes(e.g. training,
W7 2AT B g FA)A|E, 22 Y A (Activities) teaching, development of
A, FA)EA) W AR (e, materials)
A2 2F = galalal s)olal e w5} what is produced through
AT, Al o)) 1042 729 Outout those activities(e.g. number
o} qlHeRAAY f3oE= U x| HdAky] (HEY P of people trained, number of
3 AldelEerA Al 2-2EWS 93] 8}y coaching sessions)
% WAl o] glr). elZ@ekxalele] AuEF the changes or benefits that

. . Outcome result from the program(e.g.

olade] 84 B 2 st Algle
_L]_'/] FA o~ e AN }\}HT] (Impact) increased skills/knowledge,
HE AYE A A7 B AE zHsofk 3t confidence, new job, etc)
o Qg %4 wlE gl ok A Y
5, QY g7 5)o] AE 4 w|AHE weEy 2.2 MEHOL OI2EMAI MIULMEI} BHH AREIZAL
F47] Ao A W, B4 A 2 4 9
o QY R woe] A% RE e o)F 4 41715972 BoB A1) A3A B dha)
2(GFARE o)lF FHY, AY) 5 AdEAL & (Bl AR, A, BekFekd Aln
AEs 7137 A2 & 5 olvh 394 A4 R (-9 Asel s wSAT), =ElE 5
® AA = dld Ao TFA R o] FuA} 3} o|tH17). ARFAEZZAIE (IITP) S SW vt
= ARRE) FANA dels] sal A AEE 2R ARl ASAEE 2 538 SelEs
X 2 AAA 5xE w3530} 7 Hof 7| BAE So|rtH(18). 28 BK(Brain Korea) 21 AF>
A 7|% Fopd AZAE 5 R&D ok A9A A 7E 2y S 98 2008 V=2 RAND
g ASEEE Bl Al AgEEE =i Corporation °|¥ 5 3 ®3S /isislon, 3
NalEge] AL Alg]l ZaAAA AL E3) 7bE R nys 7kes ARSI (191(20).
AY DR TA e AF BEE wep), S oW ATAZE ATRepd dHe WA Jlew
oAl 5-& weste] FAH ol HEslA AdAZ} AUt EE B3 VIgARNE TR AT
QlgopAlele] S 27 2 F7)= 3hA A3} AA), 53155 A (Eu/=49), SCIH A A
7eA Aste FREd )= A4 Adsk 9 oA} A =g, =Fds FEA FH(EREAEA)
a4 stz T, SRS AEA A4e A4 oItk Auug Feloll BK Aol Felsie it
o] FEehe AN 5L Felstel Ao & & =R v FgARRel AedH g A
oAl gz dAdse) AFAE b A 49, FANSE RxEselnet AEAy A}
AAajol Bk Algde] AR A 109 oln Ajgle] S, WETHE e AW nekk 9 e o
A%, 1~2tAlel = A=A & (output) 7} =2 7} e 3 st 9leb21)(22)(23)(24). AR E
A5 A Ale] o= Ax A" & glvh A L SCI/EY =EAS, 2uA/AR0E 24, A=
AR (W) Aok, (F) Tk, (D)AAAAEE A ¢ oA FA9E, AT Soloh e
AR A= ook (Aol AiE A RFAFY] [TRC A (e ICT A7-AlE])-=
A3} qS vx= 57 Fok(F3HA T}, 7% T () S e Z AAsta le(25). 42
N3, AAANS, ARAY, ez P ASE EEIE olesel AdunE ydat
Hep, Aok 57 AeRollA A TS (26). ITRC Aol wigt A¥= 5 (5 A4A,
qExd 5 e 739 AEEE AYEY, (&) AMEA, 71e At ARE 3, ZsadhHE
Aol Bl date] Hi AIEEY] 44 = FEe] glek FAA84E ITRC Akl AA F
A3 % 9l AT EE TAITHI5)(16). Qs o4l dn] SalalD e wwsks Aol w8
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Table 2. Review comments on performance indicators(Focus Group Interview)

Phase Performance Indicators A((ig%;;;)n Comments
Number of papers published 0 Change of name, indicator integration :
Phasel] “Publication of domestic and foreign
(Phase Academic conference 0 academic journals and presentations of
performance conferences(Journals & Conferences)”
Output
(short- | Rewards(vulnerability reporting) 0 Change of name: “Vulnerability report”
term) Competition performance 0 Change of name : “Hacking competition”
Contest awards O Adopt the indicator
Patent application X
Patent registration X Exclude the indicator: This indicator is
- - not consistent with the educational goals
Potential value(valuation) X of finding and training high school or
Development of new business X undergraduate students.
(Phase2) model(valuation)
Outcome | Industry-university cooperation 0 New indicator
(mid- research/project
term) Technical support
Small and medium business
Technical & education support (0] support(Consulting, Penetration test)
Education support for middle and high
school students(talent donation)
Employment rate O New indicator
Job satisfaction O New indicator
Business start-up 0 Modify the indicator namei S}art—up and
technology transfer
It's difficult to use an economic outcome
Technical guidance and X (changed indicator name to technical &
consultation contract education support, move to mid-term
outcome)
(Phase3) Number of people trained O Adopt the indicator(students)
University entrance rate O Adopt the indicator(students)
Oatcome Education satisfaction O Adopt the indicator(students)
ong-
term) Assessment of student X Exclude the indicator
competency(teacher evaluation)
E.mployee Pel:formaqce 0 Adopt the indicator(students)
review(superior appraisal)
Hosting international events 0 Modlfy the indicator narpei Domestlcman.d“
foreign conference support and sponsorship
Employment of overseas 0 Adopt the indicator(Educational
researchers and instructor Institution)
Number of student(global 0 Adopt the indicator(Educational
internship, overseas education) Institution)
AL ubedste] NS 3T (Table 2). A 7leA, AAA, AEAAAAR PR SRsta
weug 19 WA A A% F 3 FRRE B SR ) Q7o sleas
oo, 2vHAl F71 A= 3~54, 3wkl A4 A4, HAd, B, 71EelA, J=EFd, 2sET
= 69 o]F AFAHolrt, AFEel HiEFe= F AxF 1002 23k, AR R (aEF) =
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Table 3. Result of Business Performance Indicator

Categories . Subject
2 5 .
Phase Main Sub Performance Indicator ONGRIORIORIE) Student | Institute
Publication of domestic and
foreign academic journals and
Research .
(Phasel) Paper presentations of v v |V 0
p conferences(journals &
Output | Scientific conferences)
(short- Vulnerability report N4 o}
term) Social Hacking competition(CTF) |V O
Evaluation Contest‘ a.wards J J J o
(paper, idea)
R&D Indqstry—umversltsf A J o
cooperation research/project
(Phase2) Technical support v 0
Small and medium business
Outcome |Technical |Technical& support(consulting, v o}
(mid- Education penetration test)
term) Support | Education support for middle
and high school v o}
students(talent donation)
Employme Employment rate (in
nt information security field) VIIVIVIY Y ©
. | Start-up Business start-up Yy v o
Economic
Technology Technology transfer v VIV IV O
Transfer
Number of students trained |V Vv [V Y o
Manpower
(Phase3) Developme | University entrance rate(in NANAN o
nt information security field)
Outcome . . .
(long- Effect, of Education satisfaction v v o
term) Training Employee performance /v o
Social review(superior appraisal)
Domestic-foreign conference o
support and sponsorship
Internation Employment of overseas
o v v @)
al researchers and instructor
Exchange Number of student(global
internship, overseas v O
education)
3 4 10 18

@ : BoB(Best of the Best) Program (Ministry of Trade, Industry and Energy, Ministry of Science and
ICT(MSIT), Korea Information Technology Research Institute)

@ SW Maestro (MSIT, Institute for Information & Communications Technology Promotion)

@ : BK21 Plus (Ministry of Education, National Research Foundation)

@ ITRC (Ministry of Science and ICT)

® : University Support Program for Information Security (MSIT, Korea Internet & Security Agency)

Ao A x=2 FAFAH(Table 3). 2o AFEE T AT gAEA
(ﬂii‘* A= FE Y AFEAE AN, 24
(Maln criteria)& 4712 AA71E (Ao o
3A1%(Sub-criteria)< 18712] 341715 (A
\37}213)9& TA=e drh(Fig. 1), 723

[o5

—z r«1m o[)l
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[Goal] Development of Performance Indicator of
Information Security Training Program

1. Scientific (0.346) 2. Technical(0.305)

- 1.1 Joumnals & 2.1 Industry-university
Confarsnoes Cooparation Risearch
_i 1.2 Vulnerabdity Repon —{ 2.2 Technical Support
2.3 Smadl & Medium
_| 1.3 Hacking Competition Busiass 5

| 2.4 Education
| 1.4 Contest Awards Suppori(Talont D jon)

3. Economic(0.085) 4. Social (0.264)

|| 4.1 Number of Students
31 Employment Rate | I wbed,

P
4.2 University Entrance
Rate
4.3 Education
Safisiacton

4.4 Employes
Porformancs Riview
L

4 5 Conference Suppon

& Sponsorship

3.2 Busaness Stan-up

3.3 Technology Transfer

L

-
4.6 Employment of
Overseas Instructor

L

4.7 Students(Global
Intermships, Education)

Fig. 1. AHP Hierarchy Structure

< EUE AHP A% AR E /¥
Ay Al B olsAAR WY AL,
L=de]

= 4, e
=< Wes Az AAsgle eSS 4
QA L A HebdirkE A E e ek A
= ARMES T3l 20174 49 13, 20184 14
269 1, 27 AS AAse & 177 (A7 6

olat& vfo} friw
, 713 AE AREste] Ao A
o] FREE AFEsolrt. £ dTelA= AHP ¥4
=233 Expert Choice 2000—"‘ o]-g-3te] Ate
e FoEE AEsy AA dBA vlE2 0.03
2 ol £ SHeR st 2A4% A
715 ZF A5 (priority) ol & AE7F oA
Hked gt #n) 3 (pairwise comparison) 23}, 3}
sHA A3k 0.346, 714 A3} 0.305, AAA A3
0.085, Ak&" A3} 0.264% el (Table 4).
4 Aot F97]E AR FoE 2 5
A9l s ==spdch. A3 Al A9, Sl
st AR 2 sheds] LR, s el sy
AR F7F 0.289% 7P 8= =& AR v
efyttl, "mok ek A|8.(0.246)7, "HobEEA S
AH0.175)" A=A E7F 2, 3¢9=E JEldt 7lE

m[o ﬁ

2

A Azte] AL s|eRE 0.347, Astzaae
0.246, F2719A4/A71 0.204 £o= et
sheh AAA A3k A9 A A9E AR
o] Fws} 041308 74 S A0 et
A, A€IR05D. FRARIO.20 22 e
sheh A4 Ao A A e ms e

DELEY] F2%7F 0.3832 AT 1 9=

wom Qs o0, 225) TR LA
A81/9) A% SR 5(0.092)°, "LEED Sl
/5 AsE (0.071) oﬂsq A7A}
g mhrxl 0.065)" %02 “helutel A AHP

A% 1THE ¥4 23 4 Adabiok(v) 2
P Wz A S i) e A 2
‘el 3] UV AR F
2% U A4S A B Ao e )

735, 4‘”7%] e ﬁ’j—c F A 7157

E A} 1 FREA e Ao R e

AAA Ak FEA AGE ASAE} b
Fa% Zow el ASH gk wsEd
WEE AR $AES} 0 deliet. W, @
A A A RS Tl T SelA 4 gt
o R 4 AL TR A AL S
Fals) Q7 2 Ak fAT CHARLF B
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Table 4. Performance Indicator of Information Security Workforce Development Project

Categories i i i
Phases - Performance Indicator Welght We'nght Pinor
Main Sub (Main) | (Indicator) ity
1.1 Publication of domestic
Research and foreign academic
P i journals and presentations 0.100 3
(Phasel) aper of conferences
Output . 1. B (journals.& conferences) 0.346
(short- Scientific 1.2 Vulnerability report 0.085
term) Social 1.3 Hacking competition(CTF) 0.100
Evaluation 1.4 Contest awards
i 0.061 9
(paper, idea contest)
R&D 2.1 Industryjunlvers1jcy N 0.075 6
cooperation research/project
(Phase2) 2.2 Technical support 0.106 1
2. 2.3 Small & medium business
Outgome Technical Technical & support(consulting, 0.305 0.062 7
émld; Education penetration test)
erm Support 2.4 Education support for
middle and high school 0.062 7
students(talent donation)
3.1 Employment rate
Employment (in cybersecurity field) 0.035 11
8. . Startup 3.2 Business start-up 0.085 0.022 15
Economic
Technology 3.3 Technology transfer 0.028 12
Transfer
4.1 Number of students 0.019 16
Workforce trained
(Phase3] Development | 4.2 University entrance rate
. . . 0.019 16
(in cybersecurity field)
Outcome - - -
(long 4.3 Education satisfaction 0.101 2
. Effect of
-term) 4 Training 4.4 Employee per:formancge 0.059 10
Social review (superior appraisal) 0.264
4.5 Domestic-foreign confer'ence 0.024 13
support and sponsorship
International | 4.6 Employment of overseas
. 0.024 13
Exchange researchers and instructor
4.7 Number .of student(global 0.017 13
internship or education)
3 4 10 18 1.000 1.000 -
AR B FAEA7T G2 AR eyt AHP 3.3 MIX|E HE diot
AR} R (s A5 AR So] Folsia
S AP wE Pl nEe 0 o P SRS Aunek Q8o e 48
st Aspdal dol e 7ol weE Az g a] SR B, A 54 wedslel 4 A%
At ) AsRoRHER) 2 A 18 A O AERE Was dysel doth JuEel A
(2872 7FEAs} $A%905 =Fshc). AL oibe] Ao FelEe e Ayt 9
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